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Pharmacy Data, HIPAA, and HB 80 
By Dallas Moore, MS, RPh, and Drake Rich, CPhT

It is increasingly vital that pharmacy professionals recognize the legitimate threat that cybercrime 
poses to their operations. Pharmacy data has protected health information and inherent value, 
which requires a higher degree of stewardship to maintain records. Being good stewards of and 
safeguarding pharmacy data are critical in protecting individual patients as well as avoiding fines. 
The fall is a good time to heighten awareness, since October was recognized as Cybersecurity 
Awareness Month.

The 2022 American Pharmacists Association House of Delegates passed Data Security in 
Pharmacy Practice, which advocates for health care providers to adopt data security best 
practices. This ensures protection of patient data and provides employee education and training 
in patient data protection and cybersecurity standards.

Whether you have partnered with a company that specializes in security and compliance support 
or crafted your own policies, there is still a risk of violating the Health Insurance Portability and 
Accountability Act (HIPAA), which can result in potential fines from $100 to $50,000. Examples 
include:

• pharmacies being held 
liable for employee 
violations (even with 
airtight privacy policies);

• your digital data being 
compromised; or

• mishandled information.

More information about HIPAA 
compliance can be found here. 
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The Utah Cybersecurity Affirmative Defense Act (2021 House Bill (HB) 80) provides protection 
to Utah businesses that create, maintain, and reasonably comply with industry-recognized 
cybersecurity regulations, such as the National Institute of Standards and Technology (NIST) 
or International Organization for Standardization (ISO) frameworks. The written cybersecurity 
program must provide administrative, technical, and physical safeguards to protect personal 
information.

The act provides three affirmative defenses for businesses that create, maintain, and reasonably 
comply with the NIST or ISO frameworks at the time of the breach: 

• claims that a person failed to implement reasonable information security controls that 
resulted in a breach;

• claims that a person failed to appropriately respond to a breach of a security system; 
and

• claims that a person failed to appropriately notify an individual whose personal 
information was compromised in a breach of a security system.

You can find the act here. 

Pharmacists and pharmacy managers need to become familiar with these concepts as they 
are stewards of pharmacy data. Most pharmacy operations fall under the umbrella of HIPAA 
regulations and will be held responsible for complying with the various federal rules. Reviewing 
cybersecurity controls, identifying opportunities to improve, and actively implementing 
information security protocols will ensure that pharmacies have an affirmative defense from 
claims through Utah 2021 HB 80.

Animal Compounding From Bulk Drug Substances  
By Hali O’Malley, PharmD, Advisory Pharmacy Compounding Education Committee

If you work in a pharmacy that compounds for animals from bulk drug substances, you will want 
to be aware of Food and Drug Administration’s (FDA’s) CVM GFI #256 – Compounding Animal 
Drugs from Bulk Drug Substances. Guidance for Industry (GFI) #256 addresses compounding for:

• patient-specific prescriptions for nonfood-producing animals;

• office stock for nonfood-producing animals; and

• drugs for use as antidotes for food-producing animals, and sedatives and anesthetics 
for free-ranging wildlife.

The guidance has been finalized, but FDA has delayed enforcement until April 2023 to allow time 
for pharmacies to comply. For more information, see GFI #256. 

https://le.utah.gov/~2021/bills/static/HB0080.html
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cvm-gfi-256-compounding-animal-drugs-bulk-drug-substances
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SafeUT  
Would you like to chat with someone confidentially to help you with any problems you are facing? 
Download the free SafeUT Frontline app from your smartphone’s app store. The SafeUT Frontline 
app provides a way to connect to licensed mental health professionals trained to help you deal 
with the unique challenges faced by first responders on a daily basis. Support for you and your 
family is always available at no cost through the SafeUT Frontline app.

The Utah Board of Pharmacy News is published by the Utah Board of Pharmacy and the National Association 
of Boards of Pharmacy Foundation® (NABPF®) to promote compliance of pharmacy and drug law. The 
opinions and views expressed in this publication do not necessarily reflect the official views, opinions, or 
policies of NABPF or the Board unless expressly so stated.
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