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INTERNET DRUG OUTLET IDENTIFICATION PROGRAM  
PROGRESS REPORT: October 2012 

I. INTRODUCTION 

Illegal prescription drug trafficking over the Internet is big business, involving multiple actors 

crisscrossing the globe, endangering patients in every corner of the world. In response, regulators 

and enforcement agencies worldwide have upped their game to bring down rogue sellers through 

collaborative strategies like Operation Pangea V. The 2012 Operation Pangea involved 100 

countries and shut down thousands of rogue Internet drug outlets. National Association of Boards 

of Pharmacy® (NABP®) applauds the successes of those public and private entities that took part 

in Operation Pangea and other multinational efforts to protect the public health. Such victories 

have shown the effectiveness of multinational, multistakeholder collaboration in the fight against 

illegal online drug sellers. NABP also continues to broaden its scope to address the public health 

issues facing the international pharmacy community as a whole. Recent and ongoing projects 

include NABP’s Canadian VIPPS® (Verified Internet Pharmacy Practice SitesCM) program, its bid 

for the .PHARMACY generic Top-Level Domain (gTLD), and discussions with groups including 

the Canadian National Association of Pharmacy Regulatory Authorities, the Fédération 

Internationale Pharmaceutique, and China’s State Food and Drug Administration (SFDA). NABP 

also has partnered with stakeholders to discourage domain name registrars from providing safe 

haven to rogue Internet drug outlets. This cooperative effort brought about the recent shutdown of 

some 30% of the rogue sites listed as Not Recommended on the NABP Web site. These 

accomplishments, discussed further in Sections III and IV of this report, demonstrate the value of 

collaboration among members of the international pharmacy community to protect patients 

worldwide from dangers posed by illegal online drug sellers. 
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II. RESULTS 

A. Findings of Site Reviews: In all, as 

of September 28, 2012, NABP has 

conducted initial reviews and, via a 

subsequent review, verified its 

findings on 10,161 Internet drug 

outlets selling prescription 

medications. Of these, 9,830 

(96.74%) were found to be 

operating out of compliance with 

state and federal laws and/or NABP 

patient safety and pharmacy practice 

standards, and are listed as Not 

Recommended in the “Buying 

Medicine Online” section, under Consumers, on the NABP Web site. It should be noted that 

the research findings NABP reports herein and on the Not Recommended list include the total 

number of Web sites selling prescription drugs to United States patients that NABP staff has 

reviewed and found to be out of compliance with US federal and state pharmacy laws and 

standards of care, including those sites that were found to be noncompliant at the time of 

review but may since have been deactivated. Thanks to the successes of multistakeholder 

efforts to shut down rogue sites, many of these sites may now be defunct. It should also be 

noted that the numbers reported here do not represent the entire universe of Web sites selling 

prescription drugs illegally, but, rather, a representative sampling of the online environment 

over the last four years. The 9,830 Internet drug outlets currently listed as Not Recommended 

on the NABP Web site are characterized as follows: 

 2,274 have a physical address located outside of the US (though most rogue sites do 

not post any address) 

 8,594 do not require a valid prescription 

 5,838 issue prescriptions per online consultation or questionnaire only  

 4,832 offer foreign or non-Food and Drug Administration (FDA) approved drugs 

 1,585 do not have secure sites 

 3,708 have server locations in foreign countries 

 9,543 appear to be affiliated with a network 

Internet Drug Outlets Reviewed 
by NABP

96.74%

2.55%0.71%

Not Recommended

Potentially Legitimate

VIPPS/Vet-VIPPS/e-Advertiser
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 1,120 dispense controlled substances 

Of the total 10,161 sites reviewed, 259 (2.55%) appear to be potentially legitimate, ie, meet 

program criteria that could be verified solely by looking at the sites. Seventy-two (0.71%) of 

the 10,161 reviewed sites have been accredited through NABP’s VIPPS or Veterinary-

Verified Internet Pharmacy Practice SitesCM (Vet-VIPPS®) programs, or approved through 

the NABP e-Advertiser ApprovalCM Program. The criteria against which NABP evaluates 

Internet drug outlets are provided in the appendix of this report. 
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B. Recommended Internet Pharmacies: NABP, along with many patient 

safety advocates, continues to recommend that US patients use Internet 

pharmacies accredited through the VIPPS and Vet-VIPPS programs 

when buying medication online. These sites have undergone and 

successfully completed the thorough NABP accreditation process, 

which includes a review of all policies and procedures regarding the 

practice of pharmacy and dispensing of medicine over the Internet, as 

well as an on-site inspection of facilities used by the site to receive, review, and dispense 

Findings of NABP Site Reviews as of September 28, 2012 
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medicine. Currently, 50 VIPPS and Vet-VIPPS pharmacy sites, representing more than 

12,000 pharmacies, are listed as Recommended Internet Pharmacies. Several more 

applications are in progress. 

C. Accreditation and Approval Programs Extended to Canadian Sites: In 

addition to identifying rogue sites, the Internet Drug Outlet 

Identification program staff continues to assist in screening applicant 

Web sites for the VIPPS, Vet-VIPPS, and e-Advertiser Approval programs. Sites that have 

received e-Advertiser Approval status do not fill new prescription drug orders via the 

Internet, and thus, are ineligible for VIPPS, but accept refill requests from their existing 

customers, provide drug information or pharmacy information, or offer other prescription 

drug-related services. Sites that have received e-Advertiser Approval status have been found 

to be safe, reliable, and lawful. These sites are listed on the NABP Web site as Approved e-

Advertisers. The standards that NABP uses to screen e-Advertiser Approval Program 

applicants are posted in the e-Advertiser Approval Program section, under Accreditation, on 

the NABP Web site. These standards are essentially the same as those used to assess Internet 

drug outlets, only modified to accommodate a broader range of drug-related practices. As of 

September 28, 2012, there were 22 entities listed on the NABP Web site as Approved e-

Advertisers, and several more applications are in progress. 

More recently, NABP has extended its Internet pharmacy accreditation and approval 

programs to Canadian-based Web sites selling Health Canada-approved medications to 

consumers in Canada. Prescription drug related Web sites based in or doing business in 

Canada and seeking to advertise online through Google, Microsoft, or Yahoo! must first be 

accredited or approved by NABP. Per US federal law, Canadian pharmacies are not permitted 

to ship prescription drugs to US consumers. Likewise, pharmacies – Canadian or otherwise – 

are not permitted to sell unapproved imported prescription drugs to Canadians. Such actions 

would disqualify the pharmacy for accreditation or approval. Through its Canadian VIPPS 

and other emerging programs, NABP is committed to holding Internet pharmacies 

accountable to applicable laws in the jurisdictions in which they are based, as well as in 

which their patients reside. 
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III. GLOBAL EFFORTS GAIN SUPPORT 

AGAINST ONLINE DRUG TRAFFICKING  

For years, a small circle of regulators and public 

health advocates within and outside the US have 

stressed that illegal online drug trafficking is a 

global public health problem requiring a 

collaborative, multinational, multistakeholder 

approach to stop it. This year alone, that circle 

has grown, and the value of this approach has 

become more widely recognized. The 2012 

Operation Pangea V, for instance, achieved 

record participation from the international community and a record number of illegal drug site 

take-downs. With participation from FDA and international law enforcement and regulatory 

agencies from 100 countries, Operation Pangea V brought about the shutdown of more than 

18,000 Web sites illegally marketing and distributing drug products. Operation Pangea V took 

place September 25 through October 2, 2012, as part of the fifth annual International Internet 

Week of Action, a global cooperative effort to combat the illegal online sales and distribution of 

potentially counterfeit and illegal medications. The goal of this annual effort, FDA says in an 

October 4, 2012 news release, is “to identify producers and distributors of illegal pharmaceutical 

products and medical devices and remove these products from the supply chain.” In the news 

release, John Roth, director of FDA’s Office of Criminal Investigation, calls Web sites that 

illegally sell unapproved, counterfeit, or potentially adulterated or substandard drugs an 

“inherently international crime problem” requiring an equally wide-ranging response.  

“Consumers in the United States and around the world face a real threat from Internet pharmacies 

that illegally sell potentially substandard, counterfeit, adulterated or otherwise unsafe medicines,” 

FDA Commissioner Margaret A. Hamburg, MD, says in the news release. “This week’s efforts 

show that strong international enforcement efforts are required to combat this global public health 

problem.” The news release states that, as part of Operation Pangea V, FDA sent warning letters 

to 4,100 Internet drug outlets, including Canada Drugs, peddling unapproved and potentially 

dangerous drug products, and notified domain name registries, registrars, and Internet service 

providers that these Web sites were selling products in violation of US law.  

According to an October 4, 2012 news release from international enforcement agency 

INTERPOL, the global campaign resulted in “disrupting the organized crime networks behind the 

‘Consumers in the United States 
and around the world face a real 
threat from Internet pharmacies 
that illegally sell potentially 
substandard, counterfeit, 
adulterated or otherwise unsafe 
medicines. This week’s efforts 
show that strong international 
enforcement efforts are required 
to combat this global public 
health problem.’ 
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illicit online sale of medicines [and] has resulted in some 80 arrests and the worldwide seizure of 

3.75 million units of potentially life-threatening medicines worth USD 10.5 million.” Among the 

counterfeit and illicit medicines were anti-cancer medication, antibiotics, erectile dysfunction 

pills, as well as weight-loss products and dietary supplements. Private-sector companies including 

LegitScript, Visa, MasterCard, and PayPal also supported Operation Pangea, leading to the 

unprecedented number of illicit online drug sites being identified and shut down, the suspension 

of payment facilities of online rogue drug sites, and the disruption of many spam e-mails and 

social networking messages. “As the Internet becomes increasingly accessible around the world, 

so the number of potential victims increases, which is why international multi-sector actions such 

as Operation Pangaea [sic] are vital,” Aline Plancon, head of INTERPOL’s Medical Products 

Counterfeiting and Pharmaceutical Crime unit, says in the agency’s news release. “Taking direct 

action against those behind illegal Internet pharmacies is just part of the solution, and it is equally 

important for the public to open their eyes to the significant risks they take when purchasing 

medicines on illicit online pharmacies.” 

On a related note, the Partnership for Safe Medicines (PSM) held a meeting September 28, 2012, 

in Washington, DC, bringing together leading domestic and international stakeholders in the fight 

against counterfeit and substandard medicines. The event, PSM states on its Web site, provided a 

venue for stakeholders to discuss the problem and solutions to the “global scourge of 

pharmaceutical counterfeiting” and to make a “renewed commitment to work together and 

implement new solutions to protect patients worldwide.”  

IV.  NABP INITIATIVES SUPPORT PUBLIC HEALTH PROTECTION WORLDWIDE 

In recent years, NABP has actively reached out to the international pharmacy community to 

protect patient health and safety. One of the major initiatives NABP has undertaken in this 

mission is its bid to become the official registry operator of the new gTLD .PHARMACY.  

A. NABP Pursues Best Practices for .PHARMACY Domain: Supported by a global coalition of 

stakeholders, NABP submitted its application for the .PHARMACY gTLD to the Internet 

Corporation for Assigned Names and Numbers (ICANN) at the close of first quarter 2012. 

The goal of pursuing this domain space is to ensure that only those legitimate online 

pharmacies that abide by the pharmacy laws and practice standards of the regions in which 

they are doing business may operate a Web site within the .PHARMACY domain. If 

approved as the registry operator, NABP will work with the global coalition to develop 

guidelines for vetting each Internet pharmacy or related entity applying for a .PHARMACY 

domain name, best practices for the .PHARMACY gTLD, and a consumer education 
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campaign through AWARXE® designed to raise awareness and build trust in the 

.PHARMACY domain.  

ICANN received applications for nearly 2,000 new gTLDs before the application window 

closed in April 2012. While several other applicants are seeking .HEALTH, .MED, and other 

medicine-related gTLDs, NABP’s was the only bid for the .PHARMACY gTLD, greatly 

increasing its odds of successfully passing the application process. ICANN began the initial 

phase of evaluating new gTLD applications in July 2012. Given the unexpectedly high 

volume of applications submitted, the time necessary for ICANN to evaluate the applications 

has been extended from early estimates, and initial application results are expected to be 

announced, at the earliest, at the end of March 2013. Meanwhile, NABP is developing 

outreach strategies to raise awareness of the .PHARMACY initiative among the pharmacy 

community, and to highlight the valuable role that pharmacy stakeholders can play in 

establishing standards to protect public health on a global scale. Additionally, NABP attended  

ICANN’s 45th international publc meeting held October 14-19, 2012, in Toronto, Canada, to 

establish a presence for .PHARMACY in the Internet landscape, and contribute the voice of 

the international pharmacy community to policy development in this arena.  

More information is available on the new .PHARMACY gTLD page of the NABP Web site, 

www.nabp.net. In addition to background on the gTLD program and NABP’s bid for 

.PHARMACY, the Web page pays tribute to those stakeholders whose substantial 

contributions to NABP’s gTLD initiative distinguish them as leaders in protecting consumers 

from illegal online drug sellers that endanger patient health. 

B. Joint Effort Dissuades Registrar from Harboring Illegal Drug Sites: NABP contacted ICANN 

in March 2012 urging the organization to take action against Internet.bs, a domain name 

registrar that was found to be responsible for 44% of the Web sites that NABP has designated 

as Not Recommended due to their noncompliance with pharmacy practice laws. NABP took 

this step after learning of an investigation by LegitScript that found that Internet.bs sponsors 

one-third of the world’s active rogue Internet drug outlets, even though it is the registrar for 

only about 0.2% of the world’s domain names overall. The LegitScript report, available at 

www.legitscript.com, details an undercover investigation of Internet.bs in which the company 

agreed to help researchers, who were posing as an international cybercrime network, sell fake 

cancer medications and controlled substances without a prescription. In June 2012, NABP 

and LegitScript provided Internet.bs with a recommended Internet pharmacy domain name 

policy that would disallow the use of its domain names for illegal prescription drug sales. In 

the end, these actions, combined with those of financial services provider PayPal, persuaded 
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Internet.bs to suspend some 5,000 Web sites selling prescription drugs illegally and to modify 

its policies to prevent such abuses in the future.   

C. International Discussions Focus on Internet Pharmacy Safety: In another international 

initiative, NABP hosted delegates of China’s SFDA at its headquarters in August 2012 to 

discuss pharmacy and prescription drug regulation, particularly with regard to the Internet 

and illegal online drug sellers, and ways to foster safe and lawful Internet pharmacy practice. 

SFDA has actively pursued prescription drug counterfeiters within its own borders and has 

partnered with US officials to shut down Web sites selling fake drugs to US consumers, 

China Daily reported on September 10, 2012. Finding that some drug manufacturers were 

producing counterfeit versions of traditional Chinese medicine, using dangerous toxins such 

as inedible dye and aluminous and magnesian salt, as well as substandard ingredients, SFDA 

suspended production, withdrew licenses, and began investigations at numerous factories, 

reports China Daily. SFDA also coordinated efforts with the US FDA to shut down 18 

Chinese-language Web sites marketing counterfeit drugs and other dangerous drug products 

to US consumers. SFDA initiated the operation and provided information to the US FDA’s 

China Office that helped the agency shut down the sites. In the article, Christopher Hickey, 

director of the US FDA’s China Office states, “The problem is international and only through 

global cooperation can these websites be shut down and prevented from opening again.”  

D. Domestic Initiatives Address US and State Policy Issues: NABP assisted the US Government 

Accountability Office (GAO) in September 2012 in compiling a study report on rogue 

Internet drug outlets. The study was mandated to GAO in the Food and Drug Administration 

Safety and Innovation Act of 2012, which requires the GAO to submit a report to Congress 

that “describes any problems posed by pharmacy Internet Web sites that violate Federal or 

State law,” including their methods, harmful effects, as well as previous and current efforts to 

educate patients and curb the illegal sale of prescription drugs online.  

NABP also participated in the National Governor’s Association Center for Best Practices 

(NGA Center) Prescription Drug Abuse Reduction Policy Academy Roundtable May 10-11, 

2012. NGA Center brings together subject matter experts from across the country to help 

governors address policy challenges in their states. Prescription drug abuse has been 

identified as a national epidemic that is fueled, in part, by rogue Internet drug outlets selling 

prescription narcotics illegally online. 

E. Outreach Efforts Seek to Raise Consumer Awareness: Part of the challenge in protecting 

consumers from the dangers posed by rogue Internet drug outlets is educating patients about 
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the dangers and the steps they can take to protect themselves. In addition to supporting 

regulatory efforts, NABP is working with stakeholders at home and abroad to raise consumer 

awareness on these issues and empower them to buy and use prescription medication safely. 

The AWARXE Consumer Protection Program reaches out in-person, online, and through the 

media to educate patients, as well as to provide health care professionals with tools to educate 

their own patients. AWARXE also has a page on Facebook and welcomes consumers and 

patient advocates alike to click the “like” button on the page and join its online community. 

NABP will re-launch the updated AWARERX.ORG Web page in late 2012. 

 In a related patient safety initiative, NABP worked with the Alliance for Safe Online 

Pharmacies and other consumer safety advocates to support the Partnership at Drugfree.org 

by promoting its Medication Abuse Project “Week of Action” September 23-29, 2012. 

V. DISCUSSION 

With the proliferation of illegal prescription drug trafficking over the Internet becoming a global 

health threat, regulators, enforcement agencies, and private companies are finding strength in 

international collaboration. Recent successes in dismantling illegal prescription drug operations 

demonstrate the effectiveness of collaboration between multiple public and private sector actors 

around the world. NABP continues to encourage these efforts and to work with the state boards of 

pharmacy, federal regulators, and other public and private stakeholders to educate the public 

about counterfeit drugs and other potential dangers of buying medication from unknown and 

unapproved sources over the Internet. The Association remains committed to upholding the 

integrity of the practice of pharmacy and ensuring that patients have access to safe and effective 

prescription drugs.  

Through communication and cooperation, NABP strives to advance the efforts of regulators and 

other entities to curtail the online trade of illicit and counterfeit medications. As always, NABP 

welcomes feedback on these reports, and on its Internet program, to determine how we can better 

serve your needs and better protect patients from these threats. In addition, we ask that you share 

with NABP any knowledge or concerns you might have pertaining to illegally or unprofessionally 

operating Internet drug outlets, so that we may support your efforts, assist in your research, or 

pass the information along as appropriate. As we have seen, the combined efforts of multiple 

parties are a powerful force in bringing about positive change and protecting the public health, 

and we anticipate further improvement in the future.  

For further information, please contact Melissa Madigan, policy and communications director, via 

e-mail at mmadigan@nabp.net.
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Internet Drug Outlet Identification Program Criteria 
Patient Safety and Pharmacy Practice Standards 

 
1. Pharmacy licensure. The pharmacy must be licensed or registered in good standing to operate a 

pharmacy or engage in the practice of pharmacy in all required jurisdictions. 
 

2. DEA registration. The pharmacy, if dispensing controlled substances, must be registered with 
the US Drug Enforcement Administration (DEA). 

 
3. Prior discipline. The pharmacy and its pharmacist-in-charge must not have been subject to 

significant recent and/or repeated disciplinary sanctions. 
 

4. Pharmacy location. The pharmacy must be domiciled in the United States. 
 

5. Validity of prescription. The pharmacy shall dispense or offer to dispense prescription drugs 
only upon receipt of a valid prescription, as defined below, issued by a person authorized to 
prescribe under state law and, as applicable, federal law. The pharmacy must not distribute or 
offer to distribute prescriptions or prescription drugs solely on the basis of an online questionnaire 
or consultation without a preexisting patient-prescriber relationship that has included a face-to-
face physical examination, except as explicitly permitted under state telemedicine laws or 
regulations. 

Definition. A valid prescription is one issued pursuant to a legitimate patient-prescriber 
relationship, which requires the following to have been established: a) The patient has a 
legitimate medical complaint; b) A face-to-face physical examination adequate to establish the 
legitimacy of the medical complaint has been performed by the prescribing practitioner, or 
through a telemedicine practice approved by the appropriate practitioner board; and c) A logical 
connection exists between the medical complaint, the medical history, and the physical 
examination and the drug prescribed.  
 

6. Legal compliance. The pharmacy must comply with all provisions of federal and state law, 
including but not limited to the Federal Food, Drug, and Cosmetic Act and the Federal Controlled 
Substances Act (including the provisions of the Ryan Haight Online Pharmacy Consumer 
Protection Act, upon the effective date). The pharmacy must not dispense or offer to dispense 
medications that have not been approved by the US Food and Drug Administration. 

 

7. Privacy. If the pharmacy Web site transmits information that would be considered Protected 
Health Information (PHI) under the Health Insurance Portability and Accountability Act 
(HIPAA) Privacy Rule (45 CRF 164), the information must be transmitted in accordance with 
HIPAA requirements, including the use of Secure-Socket Layer or equivalent technology for the 
transmission of PHI, and the pharmacy must display its privacy policy that accords with the 
requirements of the HIPAA Privacy Rule.  

8. Patient services. The pharmacy must provide on the Web site an accurate US street address of 
the dispensing pharmacy or corporate headquarters. The pharmacy must provide on the Web site 
an accurate, readily accessible and responsive phone number or secure mechanism via the Web 
site, allowing patients to contact or consult with a pharmacist regarding complaints or concerns or 
in the event of a possible adverse event involving their medication. 
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9. Web site transparency. The pharmacy must not engage in practices or extend offers on its Web 
site that may deceive or defraud patients as to any material detail regarding the pharmacy, 
pharmacy staff, prescription drugs, or financial transactions. 

10. Domain name registration. The domain name registration information of the pharmacy must be 
accurate, and the domain name registrant must have a logical nexus to the dispensing pharmacy. 
Absent extenuating circumstances, pharmacy Web sites utilizing anonymous domain name 
registration services will not be eligible for approval. 

 
11. Affiliated Web sites. The pharmacy, Web site, pharmacy staff, domain name registrants, and any 

person or entity that exercises control over, or participates in, the pharmacy business must not be 
affiliated with or control any other Web site that violates these standards. 

 
 

 


